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ABSTRACT

The disaster recovery refers to policies and procedures to ensure continuity of services and minimize loss of resources
and finances in case of emergency situations such as natural disasters. In particular, the disaster recovery method by the
cloud service provider has advantages such as management flexibility, high availability, and cost effectiveness. However, this
method has a dependency on a service provider and has a structural limitation in which a user cannot be involved in
personal data. In this paper, we propose a protocol using proxy re-encryption for data confidentiality by removing
dependency on service providers by backing up user data using blockchain and distributed storage. The proposed method is
implemented in Ethereum and IPFS environments, and presents the performance and cost required for backup and recovery
operations.

Keywords: Blockchain, Disaster Recovery, Smart Contract, Proxy Re-Encryption, IPFS

LM E of AN} e AHeAel g a7t Flehe

3tk B3], F§ AxHS BEsE F4 dojHE

IT Azsish alsmebl wbaishin B AulsEs Aelshs Asdldds e 0 27 AAE 2ee

A A+ B AdsE AT Ak glo] Beelnh AT AR A 84
Received(08. 19. 2021), Modified(10. 07. 2021), t FA2}, jh.park@iotrust.kr

Accepted(10. 30. 2021) ¥ 2AIAZ} jeryou@cnu.ac.kr(Corresponding author)

* o] AT kL sl He) e AL



1158 EEAS +

AFzs} 7k AL FA Ael B A 2H]

oAl AHAS BAbstaL, HEL*B% =

o eplshe Age &

A B-( Dlsaster Recover'y)h

Al frHoziE AL

B3e7] 9IF

Jﬂ‘i
o,
rie
N
o
N
T i
_OL
T
=

ARl A Az, 71Tg} e A szl-q- ¢4

Azt s At
] 9\}1:]. 7<]'°Hi ol3}
g WA A= 22, A

o] AZ4sl &4 g A7]A

HO o4

sdrhe-T). Fekse ARG %

olg}, CSP(Cloud
Service Provider)Z %3l Zﬂ%ﬂ% Helz 2k

d AAAHeZ &

At B AaAE el AR 01_9_5']— 2] o ub o)
o] 2 als)], s EF

W g8 AESEs A,
A 9ol FEHPE AERS A
4, 4 2 A 2

rlo

IERE!

o

H|4 &

A& 7Pk

CSPell 23 Alg== Asl 57 Anj=o] e
<= Fig. 13} 2tk AP SelolddE AladE

Clients
an
Normal Re-direction
traffic
CSP
v ¥
Web Server Web Server
Remote
Data
@EmTEn | PP |  ammeen
Primary System Secondary System

{

(Cloud)

Recovery After Disaster

Fig. 1. Cloud based Disaster Recovery System.

3 AMula~E AFweE F  A2"(Primary
System)ellA] Za3gk Aol 28] 244l &
2JtHA], AR FEeT 3 wigls A=
gho}, AlS R Qlgk Aol HA” A, Fees 3
7o Ui S AmsAY e 39 dle]
HE thA] F Alzglew Bdste] ARgAtl A AL
A AR|aE A" 5 dE=E FAE g

A, FEher AFHed suket Aje] 1 A
2" FrAo R thgd 2 AHES /e A
WA= CSPell gk o|&A LAtk CSP7F Al%3t
= Ad H7= Az 7]gde] AlzEl dole ] &
AE AARE CSPell whallA Al8] ofFe} A&AE
Aol Foloptt gt F WAl dolE] ] W
oAl el Amel 22 wlolelel] taf AfFsl Ab
22l ANl AH wse}l 7|UA A AT + §
t}= A7} 9leh(8)

2A 2 Bga} Bab AxelxE PP A4
FHAAEY AR FAHE Este] dolelE sk
Azeom, B2l doleld 4 s o
Loy AR nES 3 S =Y 5 g
o}, Alokshs W cﬂm% A B 2gelx ded
AHgALe] HlolE1E At ~me] Ao A A sto] Bl

g3}

7Hale] wlelEE Ak 2’% Fab7] S1el deg 71d
Aol Wik e7ARe ZEA Akssh(Proxy
Re-Encryption)& %}%EJ“% Z2A AgEEe
oAb 2kl ol mElellx ZUAE Alwdhe =
AAZ, v 715 FRetA da grEstd HelHE
WZ 7Fedt =S dht. dolE el BRF ZFA|
© BT AeA AR Azl sk 2l
3l TAste] therR e Es, whed AH Aol

mlm o

H| g,
® el Aol gt 2 3 AE 7)E
AAHA hokel FRes e e AAT B2A



AR H S5 =A

(2021. 12) 1159

AR, 5
= Faaha, Al 57 B3

3¢ 919 e 24 2GS AP

B oepe] pAe o3t ek 2264 Al
% Algkshs Bl g A4 el A

Z\_Ed o}z el A =

°1Wt Xﬂ"}g /‘]
St e el At
Pal qpslel Aolde wiw F, THelH ARG
uﬂ_‘:q;},

[l HiA X&)
2.1 Tah =T AlAY

A B AlAEH Al A A B §A4
371 918 F  Al=~®(Primary 32 Main
System) ¥} At AF3tel] din]slr] 918 AH A28
(Secondary &< Serve)o# FAHEC) 74 A~
H2 Au|~E $gk 36 dlgshe Aol dolE
E ARt 2ERAE F28 otk F AxH
I B AxEE FejA s feEegle Ae] Bt
HAse, FERE 7k A B A, ke
oo} Lz eSS Flate] Aol dFEl= OS
U Az ESY = 55 M3 s oR Ak
SEAEHA who]z#le] A 4 itk

53] FEHs ASH 7lso] WA wel A
3 B el FERE Alads 88k W
o] Xﬂ"}ﬂwq = Ands &
o] wlFehe-= 7]uk AL wAel| H]
ol Meko]7] wjFolt} A s =&
Zel w8, Fehee uA
'EH oAb A|xwle] str o] AbeFa)t F-3hgh
P‘]‘ﬂ dloJelu} A4, AT ES ] =F

nfo] 1o V]] & ode e /RIg =

A~ 1
T e A

H] &8 &%

a2
rlr e nii

ol

Mo
N

3
R

&
=

s

—_
e

£ ysh o u mlm o ob g

] .
olei g 7“4011 7ikste] (2]9F (3lellA= Z2h5-
1l

AL, o2 A 2"l A 2 FERee 25
B AxEHE ZaA] Zof 74x] ®WeE oW IF
2l Asfe 22 %’4@"“ EEHc) old BE §
2 FEm Muls Foho R Qg dlol AR
olold & ol7] wiell #AF Fe] wiAYFe] s}
t}. ¢& E°], Amazon S3, Google GFS,
Apache HDFS¢} - Zeh¢-= ZHFoA A4
He BAb 2R A28 3-replicas data
redundant mechanism & A-43}ict a2
tlole] AlEjel] efr} WAYsAL, AlE] 7}°ﬂ =l
= 35 deloz Qi B4 ol AlE 57}
Ha““ﬂ 2A3de] °4 3 EAEke, A 2 I AN
2 S AZE B 4 9leh9)

(4-T)2 o9& A= °H73‘6}7] sl B2
o= ‘i‘ﬂli% o3t sl B o}7|EAE A
kgt (4)ellAM = dlole] W& a1 of Feby-
= AF °§iﬂ°ﬂ ek g2dE AARE Ae T8
=x=Z 3lo], o] CSPeA o2 CSPRE wle]z
ol stz Aate}l v|E-& AL, (B)le &5
o] FeheE Au| FFAE EAshE $H 64 A
2 dsste] 9y 2 51 5 ole ZRASE A
Feheh (6] dlolE]l wigle] HAFE $A|el Sle
o Al E A EE g vlE AYH Be 5
2 Aok ke R AR E AAEet. (7]
A= F A2wF An] Ax" BEE Feer 3
oA Algsta el Esle ¢ oi7] AT wAle
A &Foi et

ole} 2 B Fepgr e lukgh A
ET A" el CSPol|l et oA FAE
éﬁl—i‘ﬂ ARl 71gelA AFAAE ATE 5 9l

Ho| A1k, dloJejel] tigh el AR B 2
‘5‘—% A =t CSPell oJgk MeIAR
AlEle AESH o AE ghew, Zehp= 7t
Nx] AREARS] do|E7t AAl st ARl 71
Azt opd Al 321 7]dell EAskE oA 3
Zke] Epzle] Har glew wAE ofo] gk wlolE
Qlsal W AL go]o] Tedt 2 gl T2 g
E 7HAaL olek. 53], QY] dleleo] Higk W
ol w3t T1ﬂ7} AFE L gl vk, 8 =
ot delee] AR BE i e2x] AT ¢
9l OSPe] AElelut o]Zso} shAut, 7R} g
oFedzl %’"F/}—?‘E Mulzell e A gl Abar) Ay
akar oloh(9

%%xw% tel Fela} wEg YHslel

TS rlr



2] Aotz sl 7ure] AMgAF A AlE] B A 2w

u4, }%—z} 22 2k g dlelEe] iy

sl Al 394 gho ?—@% % set.

o2l S4e Bg3le] CSPol Sl A
T AzgE BRAQeR FAT e e e
e A& % gtk A wWAE OSPel e F

o} 7]l AgHE 2o )
) £ deleE Ageh 7)sde] CSPe)
$94 2 2% o33 Felslo} sul, CSP7h A
S ool AQANA, WA Bk 9193} e
% 2
9 :

i

sho] dlole) 2.5 A2k A
A3l delelsl] dhal AHgAH
Nolel % EAlsln AT & &
5 gl TS el A
A AnE sigksiel, g doleel g
CSPS] #A] o]l vs) el 4+ gl BHoZ
Qe ki dlele %3} A6l e 186 A

A =3 AT 59

N
XL
2

Ol'l_;]
L

2.2 OICI2IST ADIE HEY

ow) 37 vfelel g 9
e rqam 22

&_u}z 7&5@35% %%zﬂ JOM Adee 221
gow oltjelgs] vk AEUE ol Feiv]
E(12)9} 22 o= s 5 gl ERjvlE =
7 s <ddel2 ZAgdd wle|E=E EVM
(Ethereum Virtual Machine)elA Zrodzlso]
Alejslo] el & oo Edtrl.

EVM"”H /\U]-E 7—]EEHE /\]EB ] H_‘g_—%
Ayl AR FAe] dujder FatEs ]
gasgha ge}l. o] & 93] AMSAES ~vtE 7]
EE Adsp] g3 EdAASE EEAdeR A
o A4t v]gel g FEE A AR g
upeta], ~vpE 74‘53’4_& TR St oF
Aol AdelA] 7hs w82 3

of [ oo of
&= oo ok

o

L

8 Ao},

EEA e AREE dlolge] 27t F45 A
7 vlE-02 gagrt Wel FIHEH, o] F Ay
Azl #AF 2ERRE 28T 5 ik
IPFS(InterPlanetary File System)(13)¢} %
< A 2EA] FPES AREE gl gt 3
| 7% YellE CID(Content ID)E #-&3}o]
dlolelE At ~vtE ZIEYEM CID &
ARzl EAF ~ER A9} AFdoEZN, HA vE

—

>

kol
B

u:

;

[

Hﬂ

_Vi

rTr

e

U N

o

i

>

el

o

K -

S =
>
2
Kol

B s

—_‘-',
o r
An)
_I_:
l~>
et
EY
ol I
o,
N
rﬂ
N
-
o
Lo
=
o O 0?3

2 0

g o 2
_(|){_<‘
N
do
ol
_
e, o
ko
=
~
i)
oX,
o
)

2, ofi
o
ok
¢
R

Flr O{N
IS
fu
>
E o

2 ol

[t e

T4 ff%—’?%l-t—"*é | 31‘4
Z8A Atsst daeES Fig. 29 32o] dlo]
255 Alice? *7H7]E stz 3lel dHeolHE 4
A2k Bobel Q1712 H53t & 4 od=E A3
| gk daEFelet. ol& fl8iA stsslsl volE
 Algtzslste] BobellAl Asle A Z5
A7b desiel ZEAA AdEE  delHe
Alice®] F7/N712 ¢tzste]e] gz, ALGE3E H
oJE]&= Bob9l /Mal71Zrt B53kst 4= 917 wldel
dlele] A4 7" o] fA] e},
ZEA ZHAE shte] Au 2 A aElew AR
tol 2 Aol A7 AR 4 7] wiEel,
o= gt 7|uke] ZEA] 3998 ki)
28 A &7l

ntE AEHYE 9
C, = Enclpk,, m) aun Cs=ReEnc(rk, s, C)

~
|
i
Encryption with pk, Rekey : k.
H
L
Delegation of

decryption rights
Alice i 9 Bob

(sky ples) (skeg, pkg)

o

N

do |u

T
il

=}

RN

oft, Fl'E ol
fo e

[> ofl

el
=< FH"
)
o

Decryption with skg
'

Fig. 2. Proxy Re Encryption Algorithm.



AR R3] =A] (2021, 12) 1161

o 1A A7 % AL pae A A2d Aew LA Aes GAE e 5

of 558 wEl dAFE delfn, AkEs 4 GES s % H9 Welh oleh 2vhe A=y
=) E

_
i
18,
lo
o[){
N
b
B3
Py
%1
o
T
N
1_,
flo
H,
acy
B3
N
@

53h 9 ol ol wheh g 2 Yo R T
S ooleh AlRRE A f6 Agle] L5
s

Adzs duelge A48T + vk

Aeksle A~glS Fig. 33 o] FAEIch 7+
T8 L g A o3 2

User(U): dHlo|g]9] A<l F“’“Z} Au] 2~
Aujel dlolelE Algatct, = AR R} FE
W& gsstete] B4 ~Ee]A]of| Hikghch A}
SA= olHElE T4 addryE 7S gle, Hel
ol tigk A AAS FAE7] 918 dole STl
o3| H&l avtE AENES &3 ERAA
= “—Vé?&ﬁ‘r.

Server(8): AMul2 AlFA= AREAL A AlF-s)
= AH|aE H“ F73& 7MAA Qek AREALeA
g2 dlolEl S 7FA AL glew, Afs - hu]A
232} she Aol sl ARl AlFAE
At A= AR BRI R, olHEl R
addrgs 7FA1aL glom, gt ELE Al 2mtE A
AEL 3E3 HF5F 24
Smart Contract(SC): AvtE ZAEDWE= o]

2L

lm Pr fo Nlo

Helg el A False] oleh AnkE AEdEE 4
gje] A} Aulz Ane] 4R el )

° Encrypteddata -
[
)
A
Clients —= Distributed Storage
F (e.g.1PFS)

Ethereum
Smart Contract
Request
Tkeputatim’\
recovel

]

Primary System

Fig. 3. Blockchain Based DR System.

o] AL 35004 Al Adwaict,
Proxy(P): ZZA k= $AF ~E2|7]9] Al
AF wllolE 5 Aksstste] Auls AlFatl Al A}

t 93 W 234wt oldely F4F b
[e]

¢

A glen, kEdi FA 2ER|d AT & &
e FElo|AET) FEE o] glofof gl

Distributed Storage(DS): ¥4t ~EZ|A| o=
dostEl AR dlolElrt AR ‘ﬂr 2 E2| Ao
AAE dHolee CIDE i3 AdWalz 7kxich,
AME2LE F8 rrd sk ‘ﬂ"]ﬁ o A%
novt Bosts ¢ glo

ol AN T 84 T3, ARk A
27 P BAE FAHom Adset. 3
AR A NS 2T FES AEH
PsoEs pREgon, oltielgel EAUA w4

rlo

PI
-

Hashsto] TSt mY, 2vhE AEdEs)
A2 Alofel g 4T PdFomM, wE 2q3

ZREES TASE AR AW, ZEA=
vl AR 7HaL siek olvRlE AR 71 T
A7 A2 old2]w 7] &2 +07] Al gl
gl wdl o] 5 ME 71 AR HFE )
A AHE = Qe FAas FREAL Sleh ]9
T TR2EZ| Fagh /\U} AEWEE v =]
o]oﬁ 2ulE 7.]15 Eo° % ‘]E .xﬁn_z;]_j_ 31;],

Hh, olE 2k Trﬁh. e WA= °*°“%
71 25 Akaste oM fAE =

Al Askzste] Biate] E= AR8Ake HlolEl= /\}%
s g R - A B Lt B R B Rk
& g =S AR ol A7 ZFA] AdEst
l A& AR Au| 2 AlFA} 2 A gt

) AHEAE 71 AR (0)  AREARRE ALY A
?l% dzstelr] 913k 54 ket 7], TN
7| % sk, pk & g

2) Aul ATA 71 AR (S Al AT
todelr wasE @ A A A
skg kaTg_— A A3}

AgAPE E2A 22(D)

A AgEsE edd 2549 &

dlele] weje] <

ol i3t olrjz]



1162 EFAQY A 2R S A3 28 A Achsd) 7)uke] ARAE T4 A H A|2H

w A addr, B AHAPL 58k AAE 2as) 7] 913 o ARgE b 2ER|Ae AR
o b @49 Z2AE A9 Aade] oe) ¢ HOlEE A9 G cid,,,,, = Hash(bundle) 5 W3
FE7] wjtel, AH8AE el wet 54 ZEA ghe},
Atz st Folstes AT 5 vk Z5A9] A 4) vt AENE FZ(U-SC)  AHARE 4
A FiE 2vlE AEYEH 52 @ F 529 = 2t dojele czdb,md,pﬂ Awe] elefels AA
Aol gt A Es el iy BAbe] A+ Fa addrg, NEEI) ke o sE FetvEHR
5 AT o]F fl8) ARSAPEE Al 25 ~vlE AENEES FEele EdAHS AE3
AlE AR 3% 2vtE AEYEL Holg H7 A dag A
g AR At AvtE AEAER A&
3.3 HIOJE = EdAe] AgEH ARE AHgAtsl Az} gkl
sto] 2% A3E ~Ane AEdE 7l vt
dlolef wigl2 AwzE sl A o] F dHlolHE sl olwlER st 2 i}
7 5 9 AR} 453 doleE A%
3kar, An]e] ‘iiu:l‘%ﬂ oo AAE FAE. A 3.4 OH0|E| 27
Al AAk= Fig. 49 2om] A2 vhg3t A}

D 37 59 2A(5-0) © Aves MR WelEl dlolels As LA F A el E
olelE Asf A o] F H7E F SI=E ARGAel A 45t g 5 gle AR wigkE oo} gt ARgA}
e 247 o W, ARAP} wod A Al 7b Aui e dlole] &gl W3t Fol S H43Ek] Sl
w3} 75 *B*é?‘% T AES Auls 37 pheE 2vtE ZEAE] s WA e g, Al
A}, Al Elele] HEE Fo3 AlR st ZEAE

2) dlole] =3 0) « AREAPE Anle] i) 2 Atzsks Faste] Adgich Mg A= Fig
Aol FF A+, *}%X}% dlole] m& AHgALE] 59} zrom] AHL vhg3t L}
TN7= 3Rt dlolE ¢ = Enc(pk,, m)Sh A 1) wlole] B3 QA (5-5C) : Au|2= AlgAbs
53} ) vk, o= ReKeyGen(sk,, pkg)s A 2ntE AEHE] o]y 75 8As= EAA
o < AlEdt =] AL AHe olHR]E:
3) dlolE] YR (U->DS) : AHex= @ 2k T4 addrgb 2AvME AEYEC 525 F4d 7
re Y F s tﬂ°lEH A gk -, APhE FAEHEAM = 247} eld 5 Sl
h, = Hash(c,) ¢} A% 314 3 s = Hash(h]lr) oW ES WAt AvtE A EUECAM ZEAZ
& AMsa, 2 z\_ia]x]oﬂ A4S WHE A== ol Ecll= 842 AR addrg?t ¥4F &
bundle = ¢, h,r2 T3] QR Fr} of7)A 2o A g cidy,,g, ASS3 7] vk R T
r& 7P 1A AdEsts sdd 225AE Adgst A=},
& B $ S = $ E = =
User Server Smart Distributed Server Smart Proxy Distributed
Contracts Storage Contracts Storage
1) Agreement Request | 1) Data Recovery Request |
Event Confirmation
@) Request data set

2) Data Encryption 2) Send data set Receive dataset
Rekey Generation

3) Upload Encrypted Data O Proxy Selection

4) Register in Contract Event Confirmation

Request and receive re-encrypted Data 3) Data Re-Encryption

Event Confirmation

Event Confirmation O 4) Data Decryption
5) Submit Result

Fig. 4. Data Backup Process. Fig. 5. Data Recovery Process.



AR R 533 =wA] (2021, 12) 1163

oF) B 23 oMES A mEAL HER
o
H

I"O
2
Q
&
3
S
fu
M
Y
[>
fm
AT
3
2
N
rd
Ok,
2
o2
I-Oll
ot

3) Ask=st dolg] AH(P-S): A4"
= Gz}l dle]el &
¢y =RelBhnc(rky g ¢;) 5 Aol Az}

4) dlele H533H(S8): AuzsE deolH ¢, F
e AulE H7IR deleE H5dlste] Ui )

5) AFACE At ZFAG o HHg vl

AgAbel e TEHE AntE AEdEE AW
o] dloje] o] Folshe Ao} Hishe AR

-
o,
e
&
o
2
He
>
[
=)
[
Y
[
1
[
=2
>
s
>
i

_‘?_
& Agele] 52 ZEAe| G Aol 7P
o ZE4 BEelt Holw sht ole] =EA7
Egofo} e,

dele] el i@ o] A, AHgAte] =
S cidy,g,. AW olHElE Fo addrg AYE

Algorithm 1: Smart contract for recovery agreement

function initUser() public :
u < userList[msg.sender];
require(!u.exists);
u.owner < msg.sender;
u.exists < true;

— return

function addProxy(pa) public onlyOwner :
u < userList[msg.sender];
require(numOfProxy < MAX_NUM_PROXY);
u.proxylList[pa].registered < true;
u.numOfProxy++;

— return

function removeProxy(pa) public onlyOwner :
require(u.numOfProxy != @);

u < userList[msg.sender];

delete u.proxylList[pa];

u.numofProxy--;

— return

function recoveryAgree(cid, sa, rk, s) public onlyOwner :
u < userList[msg.sender];
require(!u.policy[cid].registered);
u.policy[cid].serverAddress < sa;
u.policy[cid].rekey < rk;

u.policy[cid].select < s;

u.policy[cid].registered < true;

— return

function cancel(cid) public onlyOwner
u < userList[msg.sender];
require(u.policy[cid].registered);
delete u.policy[cid];

— return

Fig. 6. Smart contract for recovery agreement.
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Algorithm 2: Smart contract for request management

Algorithm 3: Smart contract for proxy management

function request(ua, cid) public

u < userList[ua];

r < requestList[cid];

require (u.policy[cid].serverAddress = msg.sender);
r.requester <— msg.sender;
r.userAddress < ua;
r.startTime < now; // block.timestamp

emit request(cid, sa, rk); // monitoring by Proxy

— return

function response(cid, hc, rp) public onlyProxy

r < requestList[cid];

u < r.userAddress;

p < proxyList[msg.sender];

require(u.proxylList[msg.sender].registered)

if u.select == Hash(hc, rp) then
r.selectedProxy < msg.sender;
r.endTime < now; // block.timestamp
p.numOfResponse++;

else
p.rep -= RES_ERROR;

— return

Fig. 7. Smart contract for request management.
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function registerProxy(cid) public payable

p < proxyList[msg.sender];

require(!p.registered & msg.value > MIN_DEPOSIT);
p.deposit < msg.value;

p.registered < true;

p.rep <= 0;

p.resTime < @;

— return

function submitReputation(cid, rep) public payable

r < requestList[cid];

require (r.requester == msg.sender)

if msg.value < MIN_REWARD then
payable(msg.sender).transfer(msg.value)

else
payable(r.selectedProxy).transfer(msg.value)
proxyList[r.selectedProxy].rep < rep;
delete r

— return

Fig. 8. Smart contract for proxy management.
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Fig. 9. RPO and RTO in DR System.

Table 1. Type of Disaster Recovery System

Opt. RTO Coverage Cost,
Hot Site 5 min - 4 hrs High
Warm Site 4-24 hrs Medium
Cold Site Days 1-7 Low
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Table 2. Measurement of times by data size

0.1KB 1KB 10KB

IPFS
Download 0.13s 0.21s 0.25s
ReEnc 0.68s 2.05s 21.3s
Dec 0.87s 2.62s 27.3s
RTO 15.1s 18.3s 62.27s
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Table 3. Gas Cost about Smart Contract Implementation

Function Name Caller Cost(gas) Function Name Caller Cost(gas])
Deployment - 2,789,868 cancel User 20,555
userlnit User 45,460 request Server 95,967
addProxy User 70,991 response Proxy 130,007
removeProxy User 21,711 registerProxy Proxy 56,819
recoveryAgree User 94,881 submitReputation Server 38,617
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